lowa Department of Human Services
lowa Medicaid Enterprise (IME)
Point of Sale Unit

POS - lowa Medicaid Pharmacy Provider Portal

Purpose: The lowa Medicaid Pharmacy Provider Portal is a web-based collection of tools
for prescribers and pharmacies. It provides a secure interface for providers to look up member
eligibility and prescription claims history, Preferred Drug List (PDL) and Prior Authorization (PA)
criteria, as well as submit and confirm PA requests online. The lowa Medicaid Pharmacy
Provider Portal is available at the following link: www.iowamedicaidrxportal.com.

Identification of Roles: The Pharmacy Point of Sale Help Desk Technicians monitor
the POS Provider Portal queue in OnBase for correspondence from the Provider Services Unit,
and respond to phone calls / emails from providers regarding the portal. The Pharmacy Point of
Sale Account Manager, or his/her designee, adds / removes users, maps PA forms to PDL
categories, manages PA criteria, and responds to phone calls / emails from providers regarding
the portal.

Performance Standards: N/A

Path of Business Procedure:
Step 1: The provider requesting access to the lowa Medicaid Pharmacy Provider Portal sends a
letter on their organization’s letterhead to:

lowa Medicaid Enterprise
Provider Services Unit
PO Box 36450

Des Moines, lowa 50315

The provider must indicate “lowa Medicaid Pharmacy Provider Portal” in the subject line of the
letter and include the following information:
e Provider Number (NPI)
Provider Type (MD, DO, ARNP, PA, R.Ph., etc.)
Tax ID Number
Name and address of the primary practice site
Telephone number
Email address
Signature

Step 2: The IME Mailroom receives the letter and scans it to PRV03 Correspondence queue in
OnBase.

Step 3: The Provider Services Unit receives the scanned letter via PRV03 Correspondence

gueue in OnBase. A Provider Services staff member verifies that the letter contains the required
information and that the provider is enrolled in the Medicaid Program.
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Step 4: After the information is verified, a Provider Services staff member sends the scanned
letter to the Point of Sale Unit via OnBase. If the information cannot be verified, a Provider
Services staff member contacts the provider via email or phone to inform them that their
information cannot be verified. The provider is instructed to submit a new letter requesting
access to the lowa Medicaid Pharmacy Provider Portal, as outlined in Step 1, and a note is
added to the OnBase letter image explaining why the request was not processed.

Step 5: The Point of Sale Unit receives the scanned letter via the POS Provider Portal queue in
OnBase.

Step 6: The Point of Sale Help Desk Technician logs the letter in OnBase by entering pertinent
keywords, including prescriber name and NP, so that it maybe be retrieved later if necessary,

and then emails the scanned letter to the Point of Sale Account Manager, or his/her designee.

The letter is then sent to the POS00 Completed queue.

Step 7: The Point of Sale Account Manager, or his/her designee, adds the provider to the
application as a “Prescriber” or “Pharmacist” user. Once a user is added to the application, a
message is automatically generated and sent to the provider's email address, which notifies
them that their registration has been processed. The email provides instructions on finishing the
registration process. Once the registration process is complete, the provider has access to the
application.

Forms/Reports: N/A

RFP References: N/A

Interfaces: OnBase

Attachments:
¢ lowaMedicaidPharmacyProviderPortal_UserGuide_Administrator_20131028
e lowaMedicaidPharmacyProviderPortal_UserGuide_HelpDesk_20131028
¢ lowaMedicaidPharmacyProviderPortal_FlowDiagram_20131030
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lowa Medicaid
Pharmacy Provider
Portal

ADMINISTRATOR USER GUIDE

Prepared by Goold Health Systems, an Emdeon Company
45 Commerce Drive, Suite 5
P.O. Box 1090
Augusta, Maine 04332-1090
207-622-7153
800-832-9672
www.ghsinc.com
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Revision Control Sheet

Date Rev Author

Description of Changes

06/07/2013 1.0 Tammy Hagenaars

First draft - lowa baseline

10/28/2013 1.1 Dawn Bates

Changes to baseline

IMPORTANT: This document is software revision controlled — Printed copy may not be current.
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Introduction

The lowa Medicaid Pharmacy Provider Portal is a web application for prescribers to electronically search
and review drug status on the lowa Preferred Drug List (PDL), review lowa Prior Authorization (PA)
requirements and submit PA’s and E-Fax’s electronically.

Registration
Access to the lowa Medicaid Pharmacy Provider Portal requires registration; new Administrator user
types must contact a current Administrator (info@iowamedicaidpdl.com) to request enrollment.

Once the request has been made, the user will receive an E-mail confirming registration within 24-48
hours of submission. The confirmation E-mail will contain a ‘Finish Registration’ link to complete the
registration process. The process must be completed within 72 hours of the confirmation letter. If the
registration is not completed in 72 hours, the user will have to contact an Administrator
(info@iowamedicaidpdl.com) to complete the registration process.

Logging In

From the main login screen, enter the User ID and password, and then click the ‘Login’ button. The
application is set to lock out the user after five failed login attempts. If this happens, please contact an
Administrator (info@iowamedicaidpdl.com).

oWy | ® Agmor @ Ortee S

lowa Depariment of Human Services

2= |owa Medicaid Pharmacy Provider Portal

User D
Paaswnnd

Eeglater | Enrget Fusmeaid
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Forgot Password

If the user simply forgot the password, select ‘Forgot Password’ from the Login Page. The application
will direct the user to enter the registered Email address. An email will be sent with a link that will be
valid for 15 minutes, to reset the password.

T e

C2:=  lowa Medicald Pharmacy Provider Portal
e in Login Rredhirsen  Forgot Panswod
Password Recovery
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Email Address"

Patients

Select the ‘Patients’ tab to search for a patient. Enter the Patient’s lowa Medicaid ID or the minimum of
the first 3 characters of either the Last Name or Last, First name and then select ‘Search’. Depending on
the search criteria, there may be a list of patients, with identifying information, to choose from.
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Clicking on the ‘lowa Medicaid ID’ link will display the patient’s demographic information as well as their
lowa Medicaid eligibility.

Paients Fharmacies POL  Disgnodss  Repors  Contral Pened  User Preéferances  Help  Provacy

i HOMER SIMPSON

lowa Medicaid 1D Membar Name Address
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Date of Birth Zip Cosde 00000
DEOTMET
Phvone Mumber
Gander
M
| g Frafia |

To view the patient’s drug profile, click on Drug Profile button. This view will provide an opportunity to
view the patient’s lowa Medicaid drug profile. The drug profile shows the patient’s lowa Medicaid
claimed prescriptions for the previous 12 months. The profile includes: Rx Date, Rx Number, Product,
Quantity, Days Supply, Prescriber and Pharmacy. Click on ‘Return to Member Profile’ to return to the
previous screen.
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Pharmacies

Select the ‘Pharmacies’ tab to search for a pharmacy. Enter the NPl number or at least 3 characters of a
pharmacy name and then select ‘Search’ or enter a City, State combination and select ‘Search’.
Depending on the search criteria, there may be a list of pharmacies, with address and phone number, to
choose from.
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The user can click on the pharmacy name to view further detailed information about the pharmacy,
including the full address, phone number and fax number, and miscellaneous information.
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PDL (Preferred Drug List)

Select the ‘PDL’ tab to search for a drug. Enter at least 3 characters of a brand or generic drug or an NDC
number and select ‘Search’. The result will be two lists. The top list contains drugs that meet the
entered search criteria. The lower list, will display other PDL drug alternatives from the list above. The
PDL search provides a summary of information about the drugs as follows: Name, Description, Route of
Administration, OTC Code, B/G Code, Packaging and PDL Status.
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The user can click on the drug name or the PDL Status of an individual drug to see detailed information
about the drug as well as any criteria specific to the drug.
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Diagnosis

Select the ‘Diagnosis’ tab to search for a diagnosis code. Enter at least 3 characters of a diagnosis
description or the ICD-9 code and select ‘Search’. The result list will contain the ICD-9 code and
description.
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User can click on the ICD-9 code to view more detailed information.

Patients Pharmacies PDL Diagnosis Validate E-Fax Rx User Preferences Help Privacy

* 1 992.0

ICD-9
9920

Description

Heat stroke and sunstroke

Reports
The Reports menu provides the option to see various reports, based on PA’s, E-Faxed Rx’s and New User
Enroliment.
PFallents  Pharmaciss  POL nllﬂlmﬂﬂﬂﬂl Pansl  Lest Preherances  Help  Prvacy
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PA Requests Breakdown
The PA Requests Breakdown is a report that shows how many PA requests have been made each day.
The date range can be changed to any user specified range.

Pallents  Fharmacisd  POL  Diagnotis  Reports  Contral Pansd  User Preterancss Help  Privacy

YU BRErEn far PR RUmmanss” relerned 1 resars

P& Request Breakdown

Priar Autherizatian Besuedls fram 10232012 18 10282073

Page 1 [=|of1 Pegesme 5 (=]

Page 13 of 55



lowa Department of Human Services
lowa Medicaid Enterprise (IME)
Point of Sale Unit

E-Fax Rx Request Breakdown
The E-Fax Rx Request Breakdown is a report that shows how many prescriptions have been submitted
each day. The date range can be changed to any user specified range.

Pallenls  Pharmacies  POL  Diagnoss  Reports  Contral Panel  User Preterances Hedp  Prvacy
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New User Enrollment
This report provides information about the new Portal Users, including the user role and enrollment
date. The date range can be changed to any user specified range.
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PA Status Summary
This report summarizes how many of the submitted PA’s have been: Approved, Denied, E-Faxed,
Incomplete or Pending. This is the count from the launch of the program.
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Control Panel
The Control Panel tab allows the user to manage PA Forms, Drug Mapping, Drug Categories, Drug
Criteria, Users, Settings, view the Activity Log, and System Status.

T
Fallenis  Pharmacies  POL  Diagnesis  Aegieds | Contral Paned | Use: Praterances  Help  Prvacy

4 Contro! Panel
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PA Forms

The PA Forms menu is a listing of all of the PA forms currently available. The user has the ability to
insert a new PA form as well as View, Edit and Delete current PA forms.

‘Puilents  Pharmaciss FOL  Disgnedss Repors  Control Paiel  User Preferances  Hedp Privacy
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PA Form/Category Mapping
The PA Form / Category Mapping menu allows the user to view and edit how the categories are mapped

to individual PA Forms.

Fullents  Miarmaciss POL  Diagnoss  Bepers  Contral Pened  Used Preferences  Help  Privacy
%) Control Panel
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The user can preview the PA Form by clicking on the magnifying glass.
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The PA Form is displayed.
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The user can click the edit button on the PA Form / Category Mappings screen to display a list of Drug
Categories that are currently mapped to the PA Form.

Patients Phamecies POL  Diagness  Reports  Contral Paned  User Preferences  Help  Provacy
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The Drug Categories that are mapped to the PA Form are displayed. The user can delete Drug Categories
that are currently mapped to the PA Form by clicking on the X.
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Clicking on the ‘Add Category’ link will allow the user to add additional Drug Categories to the PA Form.
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Select the Category from the drop down menu and click ‘Save’.

Patients Pharmacies PDL Diagnosis Reports Control Panel User Preferences Help Privacy
jj ADD/ADHD/NARCOLEPSY AGENTS ==
Required fields are marked by an asterisk (*).

Category ACE and Thiazide Combos 2 E

Save

Drug Categories

The Drug Categories menu allows the user to maintain category-specific criteria from the PDL, as well as

add a new Drug Category.
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The Drug Category Search page is displayed.
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The user can click on the Drug Category name to view and update the current criteria for that Drug
Category, or add new criteria.

‘Patients Pharmacies PDL Diagnosis Reports Control Panel User Preferences Help Privacy
M Manage Alpha-Proteinase Inhibitor Criteria

Add New Criteria
Return to Categories

Required fields are marked by an asterisk (*).

.

Prior authorization is required for Alphal--FProteinase Inhibitor enzymes.
Payment will be authorized only for cases in which there is a diagnosis of
congenital alphal-proteinase inhibitor (alphal ?22PI; alphal-antitrypsin)
deficiency with clinically demonstrakble panacinar emphysema. Payment for a
non-preferred Alphal--Proteinase Inhibitor enzyme will be authorized only for
cases in which there iz documentation of previous trial and therapy failure with
a preferred agent.

The user can click the edit button from the Drug Category Search page to edit the Name of the Drug

Category.
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The Edit Drug Category page is displayed. Enter the revised Drug Category name and click ‘Save’.
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The user can delete the Drug Category from the Drug Category Search page by clicking on the X.

ACE inhibibyg gnd Cyicum Chynne Boconrs 4 3
A Fioctucts: [saiedam L

The user can click on the magnifying glass on the Drug Category Search screen to see which drugs are
mapped to the respective category. (Please note the screenshot is from a test environment).
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Add New Drug Category

A user can add a new Drug Category by selecting ‘Add New Category’ from the Drug Category Search
screen. Enter the new Drug Category name and click ‘Save’.

Pulients  Pharmaciss FOL Diagnesss  RBepors  Control Feasd  User Predecences  Help  Privacy
-;.

w, Add Drug Calegory

Beliim f sk

RequiFed Tieids are madked By BN asberak {°

Calegory Hame”

-l

Add New Drug Category Criteria
Once a Drug Category has been created, the criteria can be managed. To add new criteria, click on the
Drug Category name from the Drug Category Search screen and click ‘Add New Criteria’.
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“<. Manage ACE Inhibitors Criteria

Add the Drug Category specific criteria in the text box provided and click ‘Submit’.
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Drug Criteria
The Drug Criteria menu allows the user to manage the Drug Category that the drug falls under. There

are also options to add a new drug and maintain drug specific criteria.
Hedp . Privacy
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Search for Drug
Enter the name of a drug and click ‘Search’.
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The search provides a table of results that include the Drug Name, GPI, Category that it is assigned to
(may be multiple), the Strength, Unit of Measure, Packaging and Dosage Form that are linked to specific
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drug criteria.
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Click on the Drug Name link on the Drugs page to view and manage the drug-specific criteria.
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The user can click the edit button from the Drugs page to edit the name of the drug, as well as change

the Drug Category.
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The Edit Drug page is displayed. Enter the revised Drug Name and/or Drug Category, and click ‘Save’.
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The user can delete the Drug from the Drugs page by clicking on the X.
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Add New Drug

A Drug can be added by clicking the ‘Add New Drug’ link on the Drugs screen.
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Enter the drug name, strength, unit of measure, drug packaging, dosage form, and GPI. Select the Drug
Category that the drug falls under from the drop down menu and click ‘Save’. Note: only the drug name
needs to be entered. Other fields can be entered if applicable.
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Add New Drug Criteria

To add drug-specific criteria, click on the Drug Name link on the Drugs screen. Click the ‘Add New Drug
Criteria’ link. Enter the drug-specific criteria in the text box and click ‘Save’.
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Users
In the Users menu, the Administrator can search for a specific user, or add a new Administrator, State

Administrator or HelpDesk user.
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Enter a minimum of three characters and click ‘Search’.

Patients Pharmacies PDL Diagnosis Reports Control Panel User Preferences Help Privacy

Q Users

Add User

Enter First'LastlUsername:

The User results table includes the Username, Prefix, First Name, MI, Last Name, Title, Role, whether the
user can log in, and action items to View, Edit or Delete (disable) the user. If the ‘Can Log In’ field is
False, the user is prevented from using the lowa Medicaid Pharmacy Provider Portal. Clicking the
magnifying glass will show the user information.
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View
When viewing the user information, the Administrator can see if the user is Active or Inactive, if the
account is locked and number of failed login attempts.

Page 27 of 55




lowa Department of Human Services
lowa Medicaid Enterprise (IME)
Point of Sale Unit

The ‘Can Log In’ field will show false if any one of the three occur: Enabled — Inactive, Locked — Locked,
or Failed Log In —5.

The Enabled field will show Inactive if the user has been ‘deleted’ by an administrator. This field can
also be toggled in the Edit mode.

The Locked field will show Locked if administrator wants to lock the record temporarily. This field can
be toggled in the Edit mode.

The Failed Log In field displays how many consecutive failed login attempts have been made. After 5
consecutive failed attempts, the user will not be able to log in.
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Edit

In Edit mode, the User Information can be changed, and fields can be toggled to restrict or allow user
access. If a user gets locked out due to 5 failed log in attempts, the Administrator will enter a zero in the
Failed Log In field. This will reset the counter. It should also be recommended that the user resets the
password, to prevent getting locked out again.
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Add New User

An Administrator will have the ability to add new Administrator and Helpdesk users. Click on ‘Add User’.
Administrator and Helpdesk users will be required to use their Network credentials. An lowa State
Administrator user ID can be defined as anything. Once the registration is complete, an email
notification will be sent with instructions to complete the registration process. The user will have 72
hours to complete the process.
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If a user does not complete the process within the 72 hour window, the Administrator can verify that
the user cannot login. The ‘Can Log In’ field will show as false.
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Activity Logs
The Activity Logs menu allows the Administrator to troubleshoot technical support calls.
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There are three activity log reports: Recent Activity, Failed Authentication, and Unauthorized Access.
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The Recent Activity logs all activity in the lowa Medicaid Pharmacy Provider Portal. The default is to
display the current days’ records. However, there is an option to expand the timeframe for the log.
Notes are also included in the log if the user attempted to access an area that was not allowed or the

session expired.
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Failed Authentication

The Failed Authentication logs users that tried to access the system and failed. The log contains
information about the user, the IP address of the user, what actually failed and the timestamp, as well
as any relevant notes about the failure, such as incorrect password.
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Unauthorized Access

The Unauthorized Access log is specific to users that attempted to access an area of the application that
they do not have permission to enter. The log contains information about the user, the IP address of the
user, what actually failed and the timestamp, and notes about the area that was attempted access.
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System Information
The System Information menu displays server specific information.
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Settings

The Settings menu allows the Administrator the ability to change system settings such as the fax
number, how many days a PA should show on the dashboard, and how many consecutive failed login
attempts are made before locking a user. Each setting may be edited or deleted and new settings can
be added.
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Roles

The Administrator has the ability to change permissions by Role.
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To change click the green check mark or red x to either enable/disable the function.
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User Preferences
The User Preferences tab allows the user to edit user information.
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User Information

The User Information link provides an option to change registration information. This is where the user
would update User ID, Prefix, Name, Postfix, Title, and Email address. After changes are made, click on
Save.
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Help

The ‘Help’ tab contains information about the lowa Medicaid Pharmacy Provider Portal. This is also
where the user will find a link to the User Guide, User Tutorials and important contact information.
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Privacy

The ‘Privacy’ tab contains the lowa Department of Human Services Privacy Policy.
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Introduction

The lowa Medicaid Pharmacy Provider Portal is a web application for prescribers to electronically search
and review drug status on the lowa Preferred Drug List (PDL), review lowa Prior Authorization (PA)
requirements and submit PA’s and E-Fax’s electronically.

Registration
Access to the lowa Medicaid Pharmacy Provider Portal requires registration; lowa HelpDesk user types
must contact a current Administrator (info@iowamedicaidpdl.com) to request enrollment.

Once the request has been made, the user will receive an E-mail confirming registration within 24-48
hours of submission. The confirmation E-mail will contain a ‘Finish Registration’ link to complete the
registration process. The process must be completed within 72 hours of the confirmation letter. If the
registration is not completed in 72 hours, the user will have to contact an Administrator
(info@iowamedicaidpdl.com) to complete the registration process.

Logging In

From the main login screen, enter the User ID and password, and then click the ‘Login’ button. The
application is set to lock out the user after five failed login attempts. If this happens, please contact an
Administrator (info@iowamedicaidpdl.com).
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Forgot Password

If the user simply forgot the password, select ‘Forgot Password’ from the Login Page. The application
will direct the user to enter the registered Email address. An email will be sent with a link that will be
valid for 15 minutes, to reset the password.

2 owa Medicaid Pharmacy Frovider Portal

Hlli i Lo SegsRuton  Forgt Passmrd
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Patients

Select the ‘Patients’ tab to search for a patient. Enter the Patient’s lowa Medicaid ID or the minimum of
the first 3 characters of either the Last Name or Last, First name and then select ‘Search’. Depending on
the search criteria, there may be a list of patients, with identifying information, to choose from.

i e jowa Medicaid Phamacy Provider Portal o |esTeipdeck

Pabwnty | Sharsases O HH-M-I-II Camired Punel  Lses Prefatances  Help  Privisy

Wl Naaren fap MSRIESERY returned 1 recend

i Patent Search

Sows Meslicaid B0 ar Name (last . firsg) [ Seorch |

Page Sipe 25

Pags 1

as0iem

Page 41 of 55



lowa Department of Human Services
lowa Medicaid Enterprise (IME)
Point of Sale Unit

Clicking on the ‘lowa Medicaid ID’ link will display the patient’s demographic information as well as their
lowa Medicaid eligibility.
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To view the patient’s drug profile, click on Drug Profile button. This view will provide an opportunity to
view the patient’s lowa Medicaid drug profile.
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The drug profile shows the patient’s lowa Medicaid claimed prescriptions for the previous 12 months.
The profile includes: Rx Date, Rx Number, Product, Quantity, Days Supply, Prescriber and Pharmacy.
Click on ‘Return to Member Profile’ to return to the previous screen.
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Pharmacies

Select the ‘Pharmacies’ tab to search for a pharmacy. Enter the NPl number or at least 3 characters of a
pharmacy name and then select ‘Search’ or enter a City, State combination and select ‘Search’.
Depending on the search criteria, there may be a list of pharmacies, with address and phone number, to
choose from.
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The user can click on the pharmacy name to view further detailed information about the pharmacy,
including the full address, phone number and fax number, and miscellaneous information.
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PDL (Preferred Drug List)

Select the ‘PDL’ tab to search for a drug. Enter at least 3 characters of a brand or generic drug or an NDC
number and select ‘Search’. The result will be two lists. The top list contains drugs that meet the
entered search criteria. The lower list, will display other PDL drug alternatives from the list above. The
PDL search provides a summary of information about the drugs as follows: Name, Description, Route of
Administration, OTC Code, B/G Code, Packaging and PDL Status.
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The user can click on the drug name or the PDL Status of an individual drug to see detailed information

about the drug as well as any criteria specific to the drug.
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Select the ‘Diagnosis’ tab to search for a diagnosis code.
description or the ICD-9 code and select ‘Search’.
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User can click on the ICD-9 code to view more detailed information.

Patients Pharmacies POL Diagnosis Validate E-Fax Rx User Preferences Help Privacy

15| 892.0

| ICD-9
9920

Description

Heat stroke and sunstroke

Control Panel
The HelpDesk Control Panel allows the user to manage other users and view the Activity Log.

Patients Pharmacies PDL Diagnesis |Control Panel | User Preferences Help Privacy

%j_} Control Panel

D e = s,
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Users
In the Users menu, the Helpdesk user can search for a specific user or add a new Helpdesk user. There is
a minimum of three characters required in order to perform the search.
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The User results table includes the Username, Prefix, First Name, MI, Last Name, Title, Role, whether the
user can log in, and action items to View, Edit or Delete (disable) the user. If the ‘Can Log In’ field is
False, the user is prevented from using the Portal. Clicking the magnifying glass will show the user
information.
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View

When viewing the user information, the Helpdesk user can see if another user is Active or Inactive, if the
account is locked and number of failed login attempts.

The ‘Can Log In’ field will show false if any one of the three occur: Enabled — Inactive, Locked — Locked,
or Failed Log In—5.

The Enabled field will show Inactive if the user has been ‘deleted’ by an administrator. This field can
also be toggled in the Edit mode.

The Locked field will show Locked if administrator wants to lock the record temporarily. This field can
be toggled in the Edit mode.

The Failed Log In field displays how many consecutive failed login attempts have been made. After 5
consecutive failed attempts, the user will not be able to log in.
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Edit

In Edit mode, the User Information can be changed, and fields can be toggled to restrict or allow user
access. If a user gets locked out due to 5 failed log in attempts, the Helpdesk user will enter a zero in the
Failed Log In field. This will reset the counter. It should also be recommended that the user resets the
password, to prevent getting locked out again.

Fafienks iy S L Lo -19 Plagncass S e Pa | Lisemr Prefersnces | [ 15
& Edit User =
Raguired Neids & marked 0y 30 ek (7]
Liser 0" |k e e kiEghsines com
ROk Hoipdachs -
Prefe E

FEl remma | Taei
. TH ]

Lass name”  Helpceak

Tilke
Emar” [leshelpdeski@gh=nccom
Enabd=d &
LoC k. S1E1US

Fakol Log koD

Page 48 of 55



lowa Department of Human Services
lowa Medicaid Enterprise (IME)
Point of Sale Unit

Add New User

A Helpdesk user will have the ability to add new Helpdesk users. Click on ‘Add User’. Helpdesk users
will be required to use their Network credentials. Once the registration is complete, an email
notification will be sent with instructions to complete the registration process. The user will have 72
hours to complete the process.

|m:ll Pharmacies  BOl  Dlagnesss  Cotral Pened  User Preferences  Help  Privacy
& Add User
| BenuiFad HeEs aen Mok By AN 3sEEE ()

Lsar i
ROk Halpdask =]
Frafix ..:
Fiend reama ™
i
La=! reme"
Posiix

T

Emar™

If a user does not complete the process within the 72 hour window, the Administrator can verify that
the user cannot login. The ‘Can Log In’ field will show as false.
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Activity Logs
There are three activity log reports: Recent Activity, Failed Authentication, and Unauthorized Access.
This is for the Helpdesk user to troubleshoot technical support calls.
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Recent Activity
The Recent Activity logs all activity in the lowa Medicaid Pharmacy Provider Portal. The default is to
display the current days’ records. However, there is an option to expand the timeframe for the log.
Notes are also included in the log if the user attempted to access an area that was not allowed or the
session expired.
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Failed Authentication
The Failed Authentication logs users that tried to access the system and failed. The log contains
information about the user, the IP address of the user, what actually failed and the timestamp, as well

as any relevant notes about the failure, such as incorrect password.
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Unauthorized Access

The Unauthorized Access log is specific to users that attempted to access an area of the application that
they do not have permission to enter. The log contains information about the user, the IP address of the
user, what actually failed and the timestamp, and notes about the area that was attempted access.
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User Preferences
The User Preferences tab allows the user to edit user information and change the password.
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User Information
The ‘User Information’ link provides an option to change registration information. This is where the user
would update Prefix, Name, Postfix, Title, and Email address. After changes are made, click on ‘Save’.
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Change Password
The ‘Change Password’ link is simply a place to change the login password. Changes take effect
immediately.
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Help

The ‘Help’ tab contains information about the lowa Medicaid Pharmacy Provider Portal. This is also
where the user will find a link to the User Guide, User Tutorials and important contact information.
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Privacy

The ‘Privacy’ tab contains the lowa Department of Human Services Privacy Policy.
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